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Agenda

Introductions & Expectations

Purpose of this session Is to present an
overview of the Business Continuity field
and to show how those considerations
can improve forecast accuracy and

project success.




Legalese

The opinions expressed by Glen Curole
are his own should not be interpreted
as those of LSBDC.

The mention of companies should not be
considered as endorsements.




»IWhy are we here?

 How will asking BC/DR guestions for a project
Improve the success of the project?

o Better picture of post project expectations!
« Better cost estimates!

 Make sure business & recovery decisions are
made by the business and not IT!

e Make sure that the business case Is accurate!
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PMI

e |nitiate
e Plan

e EXxecute
e Control
e Close
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Framework for Success
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“{1 Why Are Projects Challenged?

In order of frequency, as identified by survey respondents.

» Lack of User Input

e Incomplete/Changing Requirements and
Specifications

e Lack of Executive Support

* Technology Incompetence

e Lack of Resources

« Unrealistic Expectations & Time Frames
» Unclear Objectives

The Standish Group, “Chaos”, c. 1995

e New Techn0|ogy www.standishgroup.com
 Other
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&l Why Do Projects Succeed?

Points
19
16
15
11
10

w wWw o 0 O

TOTAL Points = 100

Factor
User Involvement
Executive Management Support
Clear Statement of Requirements
Proper Planning
Realistic Expectations
Smaller Project Milestones
Competent Staff
Ownership
Clear Vision and Objectives
Hard-working, Focused Staff

The Standish Group, “Unfinished Voyages”,
c. 1996 www.standishgroup.com
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By the numbers

« Within the first 5 days of a disaster, a company can lose
1 to 2 % of its annual revenue. (University of Texas Study)

 Fewer than 15% of Fortune 1000 enterprises have

comprehensive, effective plans that are regularly tested.
(Harris Survey, 2003)

» More than 60% of organizations do not have corporate wide

disaster recovery plans in effect. (Business Continuity Institute
Survey, 2004)

» 83% of companies who tested recovery plans failed to meet

their disaster recovery objectives. (Business Continuity Institute
Survey, 2004)

* 95% of disaster recovery hot site activations are not the
result of an act of God, but are the result of management
decisions to take risks. Often these decisions are made at a
junior level without senior management understanding the
full business consequences. (Uptime Institute Whitepaper, 2002)
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wWhy bother with BC Plans

. Ensure employee safety
. Minimize customer impact even under adverse situations
. Minimize financial impact

. Meet due diligence expectations of employees,
customers, regulators, shareholders and public

. Meet regulatory & compliance requirements

. Protect company against negligence or dereliction-of-
duty accusations / legal action

. Maintain high reputation even in the face of a crisis
. Provide a competitive advantage
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Statement of Fact!

* Publicly traded companies have a responsibility
to stockholders, customers and employees to
ensure the continuity of business operations.

* In the event of a business outage or disaster this

responsibility continues to exist!

e Business Continuity is a BUSINESS issue
NOT an IT issue!
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Tangible Disaster Impact

Annual Revenue After Disaster
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17




100,000 Foot View

Business Continuity Planning

Contingency
Planning

Disaster Recovery
Plan Implementation

Timeline

—
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What Is a disaster?

 Generally, a sudden unplanned event

e That results in the inability to provide
critical business functions for a
predetermined period of time

 Resulting in a loss as defined by the BIA

 With the requirement that you
not replicate your disaster at the
recovery site
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What Is a disaster for YOU?

My phone doesn’t work

« My PC is down

 The power is out

* The fire alarm just went off
 The call center is down
 The data center is down
 We're out of coffee

 Everyone needs to be on the same page...
 The answers are in the MAD, RTO and RPO
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Definitions

 Maximum Allowable Downtime (MAD)

— The predefined period of time that the business process or IT
function can be unavailable to the company beyond which losses
become unacceptable

 Recovery Time Objective (RTO)

— The period time from the disaster declaration to the recovery of
the critical functions

 Recovery Point Objective (RPO)

— The point in time, before a disaster, to which data must be
restored in order to resume processing transactions

N \/
e~

Timeline —
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Where Organizations Are Headed

Service
Level

CONTINUOUS
AVAILABILITY

ADVANCED RECOVERY

OPERATING SYSTEM

TRADITIONAL

$ $$3




“What Were the Causes of the Invocations?” (multiple responses accepted)

Natural Disaster/Extreme Weather
Power Outage

IT Failure

Telecommunication Failure

Fire

Aood

Utility Outage

Terrorist Event

IT Security Incident

Environmental Accident

Other

Employee Health and Safety Incident
Supply Chain Disruption

Sabatage (external)

Negative Publicity Coverage
Pandemic

Sabotage (internal)

Base: 151 Global Business Continuity Decision-Makers and Influencers Who Have Had to Invoke a Business Continuity Plan
Source: Farrester Research, Inc.
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"How Many Times in the Past Five Years Have You
Had to Invoke a Business Continuity Plan?”

Four Five
times times

3% 3%

Three times

6%

Twice

1%
Never
50%
Greater than
five times
12%
Once
15%

Base: 295 Global Business Continuity Decision-Makers and Influencers
Source: Forrester Research, Inc.
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25 50 75 100 125 150 175 2000225
Trading Days After the Event

Source: Improving Communications in Emergency Situations,
Mobile Business Continuity Planning Solutions.

|
“A company$ ability to respond to emergency situations directly impacts whether that share
valuation can be recovered ™ A study conducted by British authors Rory Knight and Deborah
J. Pretty and research firm Oxford Metric proved this claim. It showed “an immediate dedline
of 8 to 11 percent in company shareholder value following a crisis™ and a 22 percent positive
difference in stock price for those companies dlassified as having a recovery plan.
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Concepts

1

's)

How is cost related to recovery timeframe?
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Concepts

1

How Is cost related to complexity?
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Concepts

What are the cost implications of recovering
complex systems vs. simple systems?
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Call Center Recovery Strategies

1

Why don't we just share the load over
multiple locations if we lose a site?

Center A

busy hour load capacity

Center B

Center C

Center D
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Call Center Recovery Strategies

1

busy hour
load capacity

Why don't we just share the load over
multiple locations if we lose a site?

33% over capacity

Center A Center B Center C

Center D
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Call Center Recovery Strategies

1

What if | have only ONE Call Center?

busy hour load capacity

Center A
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Call Center Recovery Strategies

1

What if | have only ONE Call Center?

busy hour load capacity

You're probably in BIG trouble!

Center A

35




Concepts

_E When a disaster strikes you need

Equipment
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Strategies

e DO

Nothing

 Work at home

e (Go to another building in same area
e Go to a building in another city

* A building comes to you

e Re
o Sp
o Sp

oulild your building
it Operations — Same City

it Operations — Different Cities
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6 KEYS for Recovery

1

« Sufficient equipment at the interim/hot site

 High degree of confidence in ability to
restore critical operations in the timeframe
you require

 Network adeguate to meet needs at time
of disaster

 Interim/hot site plans complete

* Primary site restoration plan complete

* Plans are tested & updated regularly
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Concepts

1

Plan for the Worst Case!
Anything less can be handled
by the worst case plan.

What happens isn't as important
as the fact that something happens!
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Key BC/DR Questions...

1

e Has this business unit done a BIA?

 Will the end result of the project be critical to
the business or company?

« WiIll this project have Sarbane/Oxley
Impacts?
 Will the loss of this application / function /

location affect the competitive situation for
this business unit or the company?

« WiIll this project create or be dependent on
any Vital Records?
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Key BC/DR Questions...

1

 Will this effort have Legal / Regulatory /
Contractual requirements/impacts?

« Definitive list of Inputs & Outputs

« Are any of the outputs going to units that
are critical to the company?

 What are the downstream impacts if the
application/function/location is unavailable?

 List all known historical disruptions.

42




Key BC/DR Questions...

1

 What is the operational impact on the
company if the application/function/location
IS unavailable for 1-2, 3-4, 5-7, 14-20, 21-
28, 29-31, 32-45 days?
— 0 = No Impact 3 = Serious Impact

— 1 =Some Impact 4 = Sever Impact
— 2 = Moderate Impact

 What is the potential revenue loss to the

company if the application/function/location
IS unavailable for the same time periods?

« Should the application/function/location be
recovered?
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Key BC/DR Questions...

1

Proposed Maximum Allowable Downtime
(MAD)

Pro

PDOSEC
DOSEC
PDOSEC

PDOSEC

Recovery Time Objective (RTO)
Recovery Point Objective (RPO)
recovery strategy(ies)

recovery location(s)

f application, list application/platform
dependencies

44




Technical Impact Analysis (TIA)

1

45




Technical

Impact Analysis (TIA)

3 rd

Ascential
Datastage
(dwprod1)

SAP

(AO1)

(ANT)

P&CP
oraprd02

IPG
dwprod6é

ETL Process

Open Hub
dwdev1

MAG
dwprod5

v

Server

Flat BW
4"{ Files | |Reports | | WAS
Backups

UNIX

From BW

SAPUTIL

_Ar
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Key BC/DR Questions...

1

e Business Vulnerability
— Extremely Vulnerable Somewhat Vulnerable

— Vulnerable Not Vulnerable
 Recovery / Restoration Complexity

— Extremely Difficult Somewhat Difficult

— Difficult Easily Recoverable

 Who will pay for recovery?

* Does recovery need to be tested before
Implementation?

e Est. implementation costs
o Est. sustain costs for testing & recovery
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Thank you!

Questions







Timeline View
Single Site DC Incident

Normal Operations

;\;Z\Incident Occurs
a (—) Emergency Response = 1 Hour or less
€=Y Mobilization = 2 Hours

1st Possible €Y. Assessment = 2 to 4 Hours ‘AFTER ACCESS GRANTED’
Declaration & ; : Probable Declaration Point ~ A 1t0 7 H ft
Hot Site Activation 0 ‘ ropable peciaration Foin PProx. (0] ours arter
Point

&= Hot Site Activation & Ops = 6 Weeks

: — Cold Site Ops = 6 Months
Cold Site Activation = 6 Weeks &

(If Necessary)

: : — Interim Site Ops
Interim Site Activation — After 6 Months > ATETTTE TR TR T,

(If Necessary) 4.5 Months

Primary Site Recovery =1 Year
Resume Normal Operations @)

50




Timeline View
Single Site Office Incident

Normal Operations

W Incident Occurs

1

i |

h(—)_ Emergency Response = 1 Hour or less
€=y Mobilization = 2 Hours

&Y. Assessment =2 to 4 Hours ‘AFTER ACCESS GRANTED’

1st Possible : :
Declaration 0 ‘ Probable Declaration Point ~ Approx. 1 to 7 Hours
Point after ACCESS granted

=3P Temporary Ops = x Weeks

emi-permanent Ops = X Months
<l HEN } M

Primary Site Recovery =1 Year

ﬁ
Resume Normal Operations e &

Interim Operations
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Process View

1

Normal
Operations
Something Restore /
Happens Rebuild /
New Site
Establish
Notification —> Data |-
Center
l Load Oper.
— >|Sys. & Appi{—
Declare Establish Software
> | Disaster | >|Alternate |—
Site Load
— >| Database [|—
; & Files
No
Disaster _
Repair ] Establish |
Situation Networks

Prove
Database &
File

Integrity

=

fmm

Resume
Normal
Operations

A

Proceed
with Daily
Operations
& Re-enter

Lost
Transaction$
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Organizational Vi

ew

1

Executive

Executive Advisor
Management

Recovery
Manager
FaC|||ty /\ Support
Recovery Groups
Travel, Legal, PR
Const, HVAC, Alternate ; PR,
Elec, Plumb, Sec, Site Insurance, Audit,
Salvage, Cleaning Furniture, Supplies
Technology Network Applications Operations
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Risk / Impact Assessment

 Geography

 Weather Pattern

e Situational

« Military Installations

e Surrounding Area/l mile
 Immediate Neighbors

* Building Tenants

* Physical Security

External Infrastructure
Building Construction
Internal Infrastructure

Critical processes or
platforms

Critical Suppliers or Vendors
Vital Records
Other Considerations
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Causes of Disasters

1

SunGard Reasons for Disaster/5 years

W Earthquake = Bomb .
19/2% Threat/Ex(|)oI05|on B Fire/Explosion
| 2012% 33/3%
W Terrorism
176/18% O Flood
72[7%

O Storms/Weather
112/12%

B Software problems

26/3% _
O Hardware failure

343/36%
O Power outage

102/11% m Other

62/6%
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Concepts

1

High @ Single Site
' Local Area LOC&I
d Infrastructure
City Wi
Moderate @ “~'vWide Support

’ County Wide

Low ' State Wide

' Region Wide

Very Low ' Nation Wide




